
 

August 10, 2023 

Shibby Consultants  

RE: Metaphysics Company Red Team Findings 

Dear Sir or Madam: 

The purpose of this letter is to confirm the Red Team findings discovered from January 24, 2023 
to February 14, 2023. 

In this assessment, our Red Team operator conducted offensive security testing. Specifically, Mr. 
Buendia used our super-secret red teaming methodology to perform this security testing, and the  
following are the red team results for this exercise. 

The red team findings included: 

• Successful phishing campaign using a link against the HR department leading to 
compromise many endpoints. 

• A keylogger was installed on the HR endpoints, and it was not detected. 

• Credentials stored on LSASS were dumped using mimikatz and used to move laterally. 

• Customer PII data was identified, and the files were exfiltrated using Dropbox. 

 

If you have any further questions about the assessment, please do not hesitate to contact me at the 
number listed below. 

Sincerely, 

 

 

Guillermo Buendia 
Partner at Shibby Consultants 
+1 919 123 1234 
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Shibby Consultants Legal means the legal practices of SC member firms, their affiliates or their related entities that provide legal services. The exact nature of these relationships and provision of legal 
services differs by jurisdiction, to allow compliance with local laws and professional regulations. Each Shibby Consultants Legal practice is legally separate and independent, and cannot obligate any 
other Shibby Consultants Legal practice. Each  Shibby Consultants Legal practice is liable only for its own acts and omissions, and not those of other Shibby Consultants Legal practices. For legal, 
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